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Abstract

The deployment of software components frequently fails
because dependencies on other components are not de-
clared explicitly or are declared imprecisely. This results
in an incomplete reproduction of the environment necessary
for proper operation, or in interference between incompat-
ible variants. In this paper we show that these deployment
hazards are similar to pointer hazards in memory models of
programming languages and can be countered by imposing
a memory management discipline on software deployment.
Based on this analysis we have developed a generic, plat-
form and language independent, discipline for deployment
that allows precise dependency verification; exact identifi-
cation of component variants; computation of complete clo-
sures containing all components on which a component de-
pends; maximal sharing of components between such clo-
sures; and concurrent installation of revisions and variants
of components. We have implemented the approach in the
Nix deployment system, and used it for the deployment of a
large number of existing Linux packages. We compare its ef-
fectiveness to other deployment systems.

1. Introduction

As any computer user knows,software installationis a
fragile process that fails surprisingly often for seemingly
trivial reasons: the component being installed requires an-
other component that is not installed; the installed compo-
nent is not the right version or variant; the installation pro-
cess automatically installs the required component, over-
writing a newer version already present with an older ver-
sion, causing other applications to fail; and so on.

Software deploymentis the collection of activities con-
cerned with transferring software components from a pro-
ducer to a consumer and maintenance of a consumer instal-
lation [8]. This includes installation, but also upgrading and
de-installation of software. Many software deployment fail-
ures are the result of an unsound treatment of thedependen-

cies between the components being deployed. Dependen-
cies on other components are not declared explicitly, caus-
ing an incomplete reproduction of the environment neces-
sary for proper operation of the components. Furthermore,
dependency information thatis declared, is often not pre-
cise enough, allowing incompatible variants of a compo-
nent to be used, or causing interference between such vari-
ants.

In this paper, we present a simple and effective solution
to such deployment problems. In Section 2 we analyse the
problems that occur in software deployment. We then show
in Section 3 that these deployment hazards correspond to
pointer hazards in memory models of programming lan-
guages. In modern programming languages these hazards
are countered by a memory management discipline, which
is absent in deployment. Based on this analysis we have de-
veloped an analogous discipline for software deployment.
The discipline is generic, that is, not specific for a plat-
form, programming language, or build technology. Only a
few sanity requirements are imposed on components.

Sound deployment requires deployingclosurescontain-
ing all components needed for the operation of a software
system (Section 4). The computation of such closures re-
quires complete and precise dependency information, which
is achieved by imposing an appropriatepointer discipline
on names in the file system (Section 5). Deployment of clo-
sures is similar to persistence in memory management, i.e.,
the migration of data from one address space to another.
To prevent the occurrence of address clashes as a result
of migration we impose a regime ofcryptographic hashes
which exactly identify components(Section 6). Identifica-
tion is based on the contents of a component rather than
just its name and version number. Since theseunique prod-
uct codesdistinguish variants of components, the discipline
supports concurrent installation of revisions and variants of
components, reproducible installation, and maximal shar-
ing of common components between closures.

This deployment discipline forms the basis for the Nix
deployment system (Section 7) which ensures isolation be-
tween components. On top of the basic operations for main-



taining the component store, Nix provides reliable caching
of deployed components, automatic and safe garbage col-
lection of unused components, and transparent deployment
of source and binary components. In Section 8 we discuss
our experience with this implementation, which includes
the deployment of a large number of existing Linux pack-
ages along with a complete build environment. We compare
its effectiveness to other package managers.

We discuss related work in Section 9, and end with con-
clusions and suggestions for future work in Section 10.

2. Deployment hazards

Software deployment is the set of activities involved in
maintaining software applications on computer systems of
end users [8]. The goal is to correctly reproduce software
from the system of the developer or distributor—where the
software presumably has been tested and found to work—
onto the systems where the software is to be used. If this re-
production is correct, then the software will also work on
the target system. Reproduction is incorrect if parts of the
software are left out of the deployment, are overridden on
the target system by others, or are misconfigured. Then we
can no longer make any guarantees about the software: it
may behave differently, or it may not work at all.

Software deployment involves assembling and installing
software distributions orpackages: a collection of files and
directories containing programs, libraries, documentation,
etc. A package abstracts from its internal structure via inter-
faces: the functionality implemented by a package forms a
providesinterface, and the functionality that it requires con-
stitutes arequiresinterface (thedependencies). Since pack-
ages have a clear analogy with software components [19],
we address software deployment from a component-based
software engineering (CBSE) perspective, i.e., we view
packages are components.

There are several common causes of deployment failure.
An unresolved dependencyoccurs when a component de-
pends on another component which is not present on the
target system. This happens when the developer has either
not made the dependence relation explicit to the deployment
system (possibly being unaware of it), or has consciously
moved responsibility for satisfying the dependency to an-
other party, e.g., the user. The effort to install missing de-
pendencies manually or to write an installer that does this,
is substantial. For instance, an application like the Mozilla
browser, in a particular configuration, requires the presence
of 21 third-party components. Large systems (like open
source operating system distributions) may consist of thou-
sands of components.

Even if the required component is present, it may be
an incompatible version or variant, that is, one that does
not interoperate with the requiring component. Typically,

the component is an older version that has certain bugs or
does not provide necessary functionality, or is a newer ver-
sion that is not sufficiently backwards-compatible. Also, the
component may have been built with configuration options
that cause it to be incompatible.

Component interferenceoccurs when the installation of
one component interferes with the operation of some pre-
viously installed component. This happens, for instance,
when the installation of a component overwrites the files of
a previously installed component. This will break compo-
nents that use the latter, unless the new one is entirely com-
patible. Clearly, this is not the case in general, making in-
terferences likely to occur.

From these examples we can distill two basic problems.
The first problem is toprevent unresolved component de-
pendencies. When deploying a component it is necessary to
also deploy all components used by it. To that end, we need
to identify component dependencies. In existing package
managers, these have to be specified manually, and there is
a substantial risk that we miss certain dependencies. For ex-
ample, the Red Hat Package Manager (RPM) [11] requires
the developer to specify for each package upon what other
packages it depends, e.g., that a package requires at least
version 2.3 of the packageglibc. What if we forget to spec-
ify such a dependency? If the target system already has
this package, then the component will work anyway. It is
therefore hard to validate that the dependency information
is complete. Also, version numbers are unreliable: the as-
sumption thatanyversion greater than 2.3 works may well
turn out to be wrong. In addition,timeline issueshave to be
taken into account. The build of a component generally re-
quires different components than the use of it. These must
be identified separately. RPM for instance allows the sepa-
rate specification of run-time and build-time dependencies,
creating more opportunities for mistakes. These points in
time are not unrelated. For example, Unix libraries that are
statically linked into an application are exclusively build-
time dependencies, while if they aredynamicallylinked—
often just a difference of one flag in the build process—then
they are also run-time dependencies.

The second problem is toprevent component interfer-
ence. As described above, different components can inter-
fere with each other, e.g., the upgrade of a component over-
writing an older version. We then essentially have two sim-
ilar but different components that both occupy the same
locations in the file system. Thus, installing one destroys
the other, possibly along with the consistency of the soft-
ware that depends on it. This problem is particularly present
in Unix systems, with their reliance on ‘standard’ paths,
such as/usr/bin—there can be only one component stored
at /usr/bin/gcc, so if two builds require different versions
of that file, we are in trouble. The problem applies to
Windows as well, e.g., conflicting versions of libraries in



C:\Windows\System32.
In conclusion, we need a way to (i) reliably identify com-

ponent dependencies, and to (ii) prevent component inter-
ference. The remainder of this paper describes a solution to
these problems.

3. Viewing the file system as program mem-
ory

In this section we recast the deployment problems identi-
fied in the previous section in terms of concepts from the do-
main of memory management in programming languages.
Where programs manipulate memory cells, deployment op-
erations manipulate the file system. This analogy reveals
that safeguards against abuse of memory applied by pro-
gramming languages are absent in deployment.

Components, as we defined them, exist in a file system
and can be accessed through paths, sequences of file names
that specify a traversal through the directory hierarchy, such
as/usr/bin/gcc. We can view a path as anaddress. Then a
string representing a path is apointer, and accessing a file
through a path is a pointerdereference. Thus, component
interference due to file overwriting can be viewed as an ad-
dress collision problem: two components occupy overlap-
ping parts of the address space.

Furthermore, we can view components as representa-
tions ofvaluesor objects. Just as objects in a programming
language can have references to other objects, so can com-
ponents have references to other components. If dereferenc-
ing a pointer is not possible because a file does not exist, we
have the deployment equivalent of adangling pointer. For
example, an application that is dynamically linked against a
file /lib/libc.so (a C library) is dependent on that file since
execution of the application will cause a dereference of that
file when it is started. If, the file is missing, the deployed ap-
plication contains a dangling pointer.

To prevent dangling pointers, we should consider the var-
ious ways through which a componentA can cause a deref-
erence of a pointer to another componentB. Since compo-
nents are similar to objects, we can provide analogues to the
ways in which a method of a class can obtain and derefer-
ence a pointer to another object.

First, a pointer toB can be obtained and dereferenced
by A at run-time. This is a form of late binding, since the
pointer is not passed in when it is built, but rather when
it is executed. This may happen through environment vari-
ables (such as thePATH program search path on Windows
and Unix), program arguments, function arguments (in the
case of a library), registry settings, user interaction, and so
on. Conceptually, this is similar to:

classFoo {
Foo() {}

int run (Bar y) { return y.doIt(); }
}
Second, a pointer toB can be obtained and dereferenced

by A at build-time. In this case, a pointer is passed in at
build-time and is completely “consumed”. It can therefore
no longer cause a dangling pointer. Examples include point-
ers to static libraries, or the compiler, which are not usually
retained in the result. This is comparable to a constructor
that uses a pointer to another object to compute some de-
rived value but does not store the pointer itself:

classFoo {
int x;
Foo(Bar y) { x = y.doIt(); }
int run () { return x; }

}
Third, a pointer toB can be obtained byA at build-time

and dereferenced atrun-time. In this case, a pointer toB is
passed to and saved in the build process that constructedA,
and is dereferenced during program execution. For exam-
ple, this is often the case for Unix-style dynamically linked
libraries: the build of an application stores the full path to
the library in the application binary, which is used to locate
the library at program startup. This is equivalent to the con-
structor of an object storing a pointer that was passed in and
which is later dereferenced:

classFoo {
Bar x;
Foo(Bar y) { x = y; }
int run () { return x.doIt(); }

}
Here, the execution of the constructor is similar to the

construction of a component, and the execution of method
run() is similar to the use of a component.

Finally, and orthogonal to the previous methods, a
pointer to B can be obtained usingpointer arithmetic.
Since paths are represented as strings, any form of string
manipulation such as concatenation may be used to ob-
tain new paths. If we have a pointer to/usr/bin, than we
may append the stringgcc to obtain /usr/bin/gcc. Note
that the names to be appended may be obtained by derefer-
encing directories, that is, reading their contents.

It follows from the above that it is hard to find the
set of pointers that can be dereferenced by a component.
First, pointers may already be present in the source. Sec-
ond, pointers passed in at build-time may or may not be
stored in the component. Obviously, we do not want to dis-
tribute a compiler along with an application just because it
was used to build it—but other build-time components, such
as dynamic libraries, should be. Finally, pointer arithmetic
can be used to obtain new pointers in uncontrolled ways.
For correct software deployment it is essential that no dan-
gling pointers can occur. Thus, we need a method to detect
these.



4. File system closures

As noted above, dangling pointers in components are a
root cause of deployment failure. Thus, to ensure success-
ful software deployment, we must copy to the target sys-
tem not just the files that make up the component, but also
all files to which it has pointers. Formally, the set of files to
be included in the distribution of a component is theclosure
of the set of files in the component under the points-to rela-
tionship. A file is characterised as a tuple(p, c) wherep is
the path andc is the contents required at that path. The con-
tents of a path include not just file contents ifp is a regular
file, but also metadata such as access permissions. In addi-
tion, if p is a directory, the contents include a mapping from
directory entry names to the contents of these directory en-
tries. Hence, the closure of a set of filesC is the smallest set
C ′ ⊇ C satisfying

∀(p, c) ∈ C ′ : ∀pref ∈ Ptrs(c) : ∃(p′, c′) ∈ C ′ : pref = p′

wherePtrs(c) denotes the set of pointers contained in the
contents ofc. That is, if a pathp is in the closure, then the
paths to which it has pointers must be as well.

By definition, a closure does not contain dangling point-
ers. A closure can therefore be distributed correctly to and
deployed on another system. (Note that it is quite safe for
a component to use components from the target system
through late binding; in that case, a closure should be cre-
ated on the target system that refers to closures obtained
through the deployment process.) Unfortunately, it is not
possible in general to determine the setPtrs(c), as we have
seen in Section 3. In the next section, we propose a heuris-
tic approach to reliably determine this set.

5. A pointer discipline

In the previous section we saw that correct deployment
without dangling pointers can be achieved by deploying file
system closures. Unfortunately, determining the complete
set of pointers is hard.

In the domain of programming languages, we see the
same problem. Languages such as C and C++ allow arbi-
trary pointer arithmetic (adding or subtracting integers to
pointers, or casting between integers and pointers). In addi-
tion, compilers for these languages do not generally emit
run-time information regarding record and stack layouts
that would enable one to determine the full pointer graph.
For example, this makes it impossible to implement garbage
collectors that can precisely distinguish between garbage
and live objects.

Other languages address this problem by imposing a
pointer discipline: programs cannot manipulate pointers ar-
bitrarily. For example, Java does not permit casting between
integers and pointers, or direct pointer arithmetic. Along

with run-time information of memory layouts, this enables
precise determination of the pointer graph.

For file systems the problem is that arbitrary pointer
arithmetic is allowed and that we do not know where point-
ers are stored in files. Certainly, if we restrict ourselves to
components consisting of certain kinds of files, such as Java
class files, we can determine at least part of the pointer
graph statically, for instance by looking at the classes im-
ported by a Java class file. However, this information would
still be incomplete due to the possibility of dynamic class
loading. Since the dependency information cannot be guar-
anteed to be complete and because this technique is not gen-
erally applicable, this approach does not suffice.

The solution to proper dependency identification comes
from conservative garbage collection[5]. This is a tech-
nique to provide garbage collection for languages that have
pointer arithmetic and no run-time memory layout infor-
mation, such as C and C++. Conservative garbage collec-
tion works by constructing a pointer graph during a “mark
phase” by assuming that anything that looks like a valid
pointer, is a valid pointer.. During the “sweep” phase, any
block of memory to which no pointer was found is freed.

Since there is a correspondence between objects in mem-
ory and files in a file system, we can borrow from conserva-
tive garbage collection techniques. From the “mark” phase,
we borrow the technique of scanning for things that look
like pointers. In Section 7 we show how we also borrow
techniques from the “sweep” phase to implement garbage
collection of files. However, these techniques are not appli-
cable in a naive way because pointers are strings, and sim-
ply scanning for strings would yield too many false posi-
tives (e.g., the fact that the stringsusr, bin andgcc occur
in a component, does not necessarily imply that the compo-
nent is dependent on/usr/bin/gcc).

The solution is toshapepointers in such a way that
they do become reliably recognisable. We do this by in-
cluding in the path of a component a long, distinguishing
string, e.g.,/nix/store/acbd18db4cc2-foo/ might be the
path to some componentfoo. We can now easily find point-
ers by scanning files for occurrences of the hexadecimal
part of the path, which acts as a unique identifier. For in-
stance, supposing that we have a componentbar stored at
/nix/store/37b51d194a75-bar/, we can determine ifbar
depends onfoo by scanningthe file system objects under
bar for the stringacbd. . .4cc2 (which may appear in the
contents of a regular file, as the target of a symbolic link,
or even as part of a file name). If we find the hexadeci-
mal string part of the pointer, we safely conclude thatbar
is likely to be dependent onfoo; otherwise, we assume that
no such dependency relation exists.

As noted in Section 3, the build of a component may re-
tain a pointer to another component, thus propagating a de-
pendency to later points on the deployment timeline. In con-



ventional deployment systems, these dependencies have to
be specified separately, with all the risks inherent in man-
ual specification. By analysing those files of a component
that are part of a distribution (in source or binary form) or
of an installation, we can automatically detect timeline de-
pendencies, such as build-time and run-time dependencies.

What are the risks of our approach? They are the same as
for conservative garbage collection.Pointer hidingoccurs
when a pointer is encoded in such a way that it is not recog-
nised by the scanner (a false negative). For example, our
implementation (see Section 7) assumes that the paths are
stored as plain ASCII strings; if they were encoded in, say,
UTF-16, or contained in compressed executables, our scan-
ner would not recognise them. Such false negatives may
cause a dependency analysis to produce incomplete results.
However, as yet, our naive scanner has never missed asin-
gle dependency. If needed, the scanner can always be ex-
tended to recognise common representations.

6. Persistence

The technique of pointer scanning, as described in the
previous section, solves our first problem of reliable iden-
tification of component dependencies. Below we describe
a solution for the second problem of component interfer-
ence, which occurs when two components occupy the same
addresses in the file system. When we deploy software by
copying a file system closure to another system, we run the
risk of overwriting other software. The underlying problem
is similar to that in the notion ofpersistencein program-
ming languages, which is essentially the migration of data
from one address space to another (such as a later invoca-
tion of a process). We cannot simply dump the data of one
address space and reload them at the same addresses in the
other address space, since those may already be occupied
(or may be invalid). This problem is solved byserialising
the data, that is, by writing it to disk in a format that ab-
stracts over memory locations.

Unfortunately, we cannot apply an analogue of seriali-
sation to software deployment, because it requires chang-
ing pointers, which cannot be done reliably in files. For in-
stance, a tempting approach would be to rename the files
in a closure to addresses not existing on the target system.
To do this, we would also have to change the correspond-
ing pointers in the files. However, patching files in such a
manner is unlikely to work in general, e.g., due to internal
checksums on files being invalidated in the process.

Thus, we should choose addresses in such a way as to
minimise the chance of address collision. To make our scan-
ning approach work, we already need long, recognisable el-
ements in these file names, such as hexadecimal represen-
tations of 128-bit values as suggested above. Not every se-
lection of values prevents collisions: e.g., using a combina-

tion of the name and version number of a component is in-
sufficient, since there frequently are incompatible instances
even for the same version of a component.

Another approach is to select random addresses every
time we build a component. This works, but it is extremely
inefficient; components that are functionally equal would
obtain different addresses on every build, and therefore
might be stored many times on the same system. That is,
there is a complete lack ofsharing: equal components are
not stored at the same address.

Hence, we observe a tension between the desire for shar-
ing on the one hand, and the avoidance of collision on the
other hand. The solution is another notion from memory
management.Maximal sharing[7] is the property of a stor-
age system that two values occupy the same address in
memory, if and only if they are equal (under some notion
of equality). This minimises memory usage in most cases.

The notion of maximal sharing is also applicable to de-
ployment. We define two components to be equal if and
only if the inputs to their builds are equal. The inputs of a
build include any file system addresses passed to it, and as-
pects like the processor and operating system on which it
is performed. We can then use acryptographic hash[17]
of these inputs as the recognisable part of the file name
of a component. Cryptographic hashes are used because
they have good collision resistance, making the chance of
a collision negligible. In essence, hashes thus act as unique
“product codes” for components. This is somewhat similar
to global unique identifiers in COM [6], except that these
apply to interfaces, not implementations, and are not com-
puted deterministically. In summary, this approach solves
the problem of component interference at local sitesand
between sites by imposing a single global address space on
components. The implementation of this approach is dis-
cussed in the next section.

7. Implementation

We have applied the concepts discussed above in a de-
ployment system calledNix, which is available under a free
software license athttp://www.cs.uu.nl/groups/ST/Trace/
Nix. Nix stores components in isolation from each other in
a part of the file system called thestore, where each compo-
nent has a globally unique name that enables pointer scan-
ning. The construction of components and the resulting clo-
sures are described using simplestore expressions. Safe
deployment is achieved by distributing these expressions,
along with all components in the store referenced by them.
Application components can be used by end-users through
user environments, which are just pointers to the store from
outside of the store. These pointers also serve as roots to a
garbage collectorthat can delete unused components safely.



7.1. The store

Central to the Nix system is thestore, which is a direc-
tory in the file system (typically/nix/store) where all com-
ponents live, along with all information involved in build-
ing them:

• Derivatesare the results ofderivations, which are sim-
ply component build actions. A derivation must be
automatic: no user intervention, other than initiation,
should be involved. They must bepure: given the same
inputs we should obtain the same derivate (we disre-
gard “minor” impurity, such as the current time being
stored in file time stamps).

• Sourcesare files not produced by Nix, but copied to
the store to serve as input to derivations. For all intents
and purposes, these are treated as derivates.

• Store expressionsare auxiliary data used to describe
derivations and closures. These are discussed in detail
below.

Each object in the store has a unique name, so that vari-
ants can co-exist. These names are calledstore paths. In Au-
toconf [1] terminology, each component has a uniquepre-
fix. All store paths start with a 128-bit number represented
in hexadecimal. For a source or store expressions, this num-
ber is a cryptographic MD5 hash [17] of its contents. For
a derivate, it is a hash of the inputs involved in building it.
The file system content referenced by a store path is called
astore object, which can be any type of file, including a di-
rectory. Note that a given store path uniquely determines the
store object. This is true even for derivations, because (as-
suming purity) two store objects can only differ if the in-
puts to the derivations that built them differ, in which case
the hashing scheme would produce a different store path.
Also, a store object can never be changed after it has been
built.

Figure 1 shows a number of derivates in the store. The
tree structure simply denotes the directory hierarchy. As
a running example, we show the Subversion component,
a version-management system, which has dependencies on
(among others) OpenSSL and the C library (glibc). The ar-
rows denote pointers, i.e., that the file at the start of the ar-
row contains the path name of the file at the end of the ar-
row. E.g., the programsvn depends on the librarylibc.so.6,
because it lists the file/nix/store/8d013ea878d0-glibc-
2.3.2/lib/libc.so.6 as one of the shared libraries against
which it links at runtime. (Hashes have been shortened to
12 digits to save space.)

7.2. Store expressions

Store expressions describe the computation of compo-
nents in the store (derivations), as well as the result of those

/nix/store

eeeeaf42e56b-subversion-0.32.1

bin

svn

lib

libsvn_wc.so

libsvn_ra_dav.so

a17fb5a6c48f-openssl-0.9.7c

lib

libssl.so.0.9.7

8d013ea878d0-glibc-2.3.2

lib

libc.so.6

Figure 1. The store

/nix/store

87941e99f7046-c-subversion-0.32.1.store
{ ( /nix/store/eeeeaf42e56b-subversion-0.32.1, 
       { /nix/store/a17fb5a6c48f-openssl-0.9.7c
       , /nix/store/8d013ea878d0-glibc-2.3.2
       , ... } )
, ( /nix/store/a17fb5a6c48f-openssl-0.9.7c,
       { /nix/store/8d013ea878d0-glibc-2.3.2
       , ... } )
, ( /nix/store/8d013ea878d0-glibc-2.3.2, { } )
, ... }

eeeeaf42e56b-subversion-0.32.1

bin

svn

etc.

Figure 2. Closure value for Subversion

computations (closures). Thus, there are two types of val-
ues in the store expression language.

Closure valuesdescribe a closure in the store. That is, it
encodes a pointer graph, indicating for each store object in
the graph the set of store paths that it references. By the clo-
sure property, if some store object in this graph has a pointer
to some other store object, the latter must also be included.
Figure 2 shows a closure value for the store paths shown in
Figure 1. Sets are denoted as{...}, and tuples as(..., ...).
Note that the closure value encodes the dependencies indi-
cated by the arrows in Figure 1, except that dependencies
are described at the level of store paths, not at the level of
individual files within store paths. This is because the gran-
ularity of the pointer scanning technique from Section 5 is



/nix/store

0ba0329e59cb-d-subversion-0.32.1.store
{ outpath = /nix/store/eeeeaf42e56b-subversion-0.32.1
, system = “i686-linux”
, builder = “/nix/store/f50c51ff5265-builder.sh”
, args = []
, env = { (“openssl”, “/nix/store/a17fb5a6c48f-openssl-0.9.7c”)
            , (“src”, “/nix/store/b06717a8ef50-subversion-0.32.1.tar.gz”), ... }
, inputs =
    { /nix/store/ccd431d728dd-c-builder.sh.store
    , /nix/store/2557d3bd92cb-d-openssl-0.9.7c.store
    , /nix/store/bd1189730f91-d-subversion-0.32.1.tar.gz.store, ... }
}

2557d3bd92cb-d-openssl-0.9.7c.store
{ outpath = /nix/store/a17fb5a6c48f-openssl-0.9.7c, ... }

bd1189730f91-d-subversion-0.32.1.tar.gz.store
{ outpath = /nix/store/b06717a8ef50-subversion-0.32.1.tar.gz
, builder = /nix/store/a5efe43c09e6-fetchurl.sh
, env = { (“url”, “/nix/store/b06717a8ef50-subversion-0.32.1.tar.gz”)
            , (“md5”, “b06717a8ef50db4b5c4d380af00bd901”), ... }
, ... }

ccd431d728dd-c-builder.sh.store
{ (/nix/store/f50c51ff5265-builder.sh, { }) }

f50c51ff5265-builder.sh
#! /nix/store/.../bin/sh
... tar ... && ./configure –with-ssl=$openssl \
  && make && make install ...

Figure 3. Derivation value for Subversion

limited to those objects that have “scannable” names.
Derivation values encode all information required to

perform a derivation, i.e., they describe a component build
action. It includes the following bits of information:

• Output path: the store path created by the derivation.

• Inputs: the paths of store expressions describing inputs
to this derivation.

• Build platform: a characterising description of the sys-
tem on which the build action is to be performed (e.g.,
i686-linux would be a minimal description).

• Builder: the path to an executable program that per-
forms the build action. This path must be contained
within one of the input closures.

• Command line arguments and environment variable
bindings: these are used to communicate arbitrary pa-
rameters to the builder.

Figure 3 shows a derivation value for Subversion, along
with its builder, the (singleton) closure of the builder, and
the derivations for the dependencies. When built (Sec-
tion 7.3), it will produce the Subversion component and
closure shown in Figures 1 and 2.

It is important to stress that these expression are not in-
tended to be written by hand. That would be exceedingly
unpleasant, e.g., since any change to a source changes its

Realise(e):
if e is a closure value:

for each (p, ptrs) in the closure value:
if p does not exist:

if there exists a substitutee′ for p:
Realise(e′)

else: abort
return e

elsee is a derivation value:
if there exists a successore′ of e: return Realise(e′)
Verify that the current platform satisfiese.platform
inputs:= ∅
for eachp ∈ e.inputs:

ein := Realise(expression stored atp)
inputs:= inputs∪ ein

Rune.builder in an environmente.env
and with argumentse.args

ptrs := the paths ininputsreferenced ine.outpath
e′ := closure of set{(e.outpath, ptrs)} in inputs
Storee′ and register it as the successor ofe
return e′

Figure 4. Expression realisation

hash, which propagates upwards to all components depend-
ing on it. Rather, they are generated automatically from a
high-level pure functional component description language
that allows specification of component variability and inter-
face requirements. This language, and its translation to store
expressions, is beyond the scope of this paper.

7.3. Expression realisation

The fundamental operation on a store expression isreali-
sation, shown in pseudocode in Figure 4. (Our implementa-
tion provides transactional semantics to ensure correctness
in the face of system failure or concurrency; these details
are omitted.) A closure value is realised by ensuring that the
paths in the closure exist in the file system. A path that does
not yet exist can be realised if asubstitutefor the path has
been registered with the Nix system. Substitutes are deriva-
tion store expressions that obtain path contents from some
installation source, such as an FTP site or a CD-ROM. This
provides a flexible means for realising paths using a vary-
ing number of different access methods. If there is no sub-
stitute for a path, the realisation operation fails. This cannot
happen if one is careful to distribute full closures.

A derivation value is realised by performing the build ac-
tion described by it. To perform the build, we first realise all
input expressions. The paths of the input components are
communicated to the builder through environment variables
or command-line arguments. If the build finishes success-
fully, we construct a closure expression that contains all in-



put elements that are reachable through pointers in the out-
put path. We determine these by scanning the output path
for the hash substrings of the input paths. This yields a clo-
sure value, which is placed in the store (in a path based on a
hash of its value). Thus, Nix expressions form a very simple
calculus, with the building of a derivation as the only reduc-
tion rule. To prevent successive builds of the same deriva-
tion, the closure valuee′ resulting from a derivation value
e is registered as asuccessorin a persistent mapping. A
successive realisation can then use the registered successor
without having to build the derivation or its inputs.

7.4. Deployment

At the lowest level of store expression realisation, Nix
does not itself do deployment, but it provides the neces-
sary mechanismto support various deploymentpolicies.
The Perl scriptsnix-push andnix-pull in the Nix distribu-
tion implement one possible deployment scheme. Defining
additional deployment schemes is straightforward. Given a
store expression,nix-push compresses and copies the ex-
pression and all referenced store objects to some HTTP
server. For a closure expression, the referenced objects are
simply all the objects in the closure. For a derivation ex-
pression, it is the union of all objects referenced by the in-
puts. Note that the former typically performs a “binary” dis-
tribution, while the latter does a “source” distribution. The
client performs anix-pull to register substitutes for the ob-
jects that are available on the server. These substitutes, when
realised, download and unpack a store object into the corre-
sponding store path. That is, the actual fetching of the store
objects is donelazily: the objects are copied to the target
system only when the client realises the expression.

7.5. User environments

It is not enough to be able to build and deploy compo-
nents; ultimately application components must beactivated,
that is, made available to the end user. The method of acti-
vation depends on the user interface through which the ap-
plication is to be accessed. For instance, activation might
involve adding an entry to the Windows start menu, plac-
ing an icon on the desktop, or adding the application’s exe-
cutable to a directory in thePATH environment variable.

Figure 5 illustrates activation through thePATH vari-
able. Trivial components calleduser environmentsare gen-
erated automatically when the user requests the addition,
removal, or upgrade of applications. User environments are
just trees of symbolic links (transparent aliases in the Unix
file system) to the activated components (similar to, e.g.,
GNU Stow [4]). Thus, if such a path appears in the user’s
PATH, the applications in it are in scope, e.g., running the
commandsvn would start Subversion. Rather than let the

/nix/store

eeeeaf42e56b-subversion-0.32.1

bin

svn

/nix/links

current

42

43

27140513a0f9-mozilla-1.4

bin

mozilla

068150f63831-user-env

bin

svn

84c85f89ddbf-user-env

bin

svn

mozilla

58823d558a6a-subversion-0.34

bin

svn

switch

Figure 5. User environments

PATH variable point directly to user environments, we add
a level of indirection to support atomic upgrades of user en-
vironments. First, we letPATH include the symbolic link
/nix/links/current/bin, which points (indirectly) to the ac-
tual user environment. This prevents one from having to
changePATH to switch to a different configuration (i.e., you
don’t have to log out to have the new user environment take
effect). Second,current itself points to ageneration. When
a user performs an installation action, a new user environ-
ment is computed from the current one, and a symbolic link
to it is created with a numerical name one higher than the
previous generation (e.g., 42);current is then changed to
point to the new configuration link (43). The latter step can
be implemented as an atomic operation on Unix; thus, en-
tire system configurations can be upgraded atomically. In
the example, Subversion is upgraded and Mozilla is added
in a single atomic step. It is also possible to downgrade (or
roll-back) by changingcurrent to point back to a previous
configuration link. A trivial extension to this scheme allows
per-user (or even per-process) configurations.

7.6. Garbage collection

To ensure that no dangling pointers can occur, Nix does
not provide an operation todelete components. Rather,
paths are deleted from the store when they becomegarbage,
i.e., when they are no longer reachable from outside the
store. For instance, the symlinks to the store in the direc-
tory /nix/links are roots of the collector. For example, in
Figure 5, generation 43 has a link to Mozilla, but genera-
tion 42 does not. If configuration link 43 is deleted, the user
environment to which it points becomes garbage and will
be deleted when the garbage collector is run. If Mozilla is
not reachable in some other way, it too will be deleted.



8. Experience

The goals of this research are to prevent component in-
terference and to enable reliable dependency determination.
We obtained experience with Nix by creating Nix packages
for 135 third-party components (ranging from simple com-
ponents such as Unzip to complex ones such as Mozilla).
Non-interference in the file system is assured through the
use of cryptographic hashes of all build inputs in paths; the
probability of a hash collision is extremely low. Indeed, us-
ing different versions and variants of these components in
parallel presented no conflicts, e.g., there was no interfer-
ence between different versions of shared libraries.

The question of whether we have attained more reli-
able dependency determination requires closer scrutiny. Nix
components cannot obtain undeclared references to other
components in the store, since that would require guess-
ing a 128-bit hash code1. However, theycan use compo-
nents stored outside the store. This creates a risk of unde-
clared dependencies; e.g., if a component invokes a program
such as/bin/sh, we cannot detect this. This is a basic limita-
tion of our approach: pointer scanning only works on point-
ers with hash components—that is why we use them, after
all. In a “pure” Nix-based environment, where all compo-
nents are in the store, this problem does not occur.

However, the risk of “contamination” can be mitigated
in several ways. For instance, our Nix packages include a
bootstrapped build environment: a C compiler, linker, Unix
tools, and so on. The C compiler and linker were config-
ured not to search standard header file and library locations,
greatly decreasing the risk of contamination. To measure the
effectiveness of this approach, we compared 47 Nix pack-
ages to the corresponding packages of two other deploy-
ment systems: the FreeBSD Ports Collection [2] and Gen-
too Linux [3]. The Nix packages were specified indepen-
dently, without reference to any other package management
system. They were built on a fairly standard SuSE Linux
8.2 system containing 573 SuSE packages. Thus, the risk of
contamination was substantial. However, we foundnomiss-
ing dependencies in any of the Nix packages (apart from op-
tional dependencies) using this method, an indication of the
success of our approach in preventing undeclared depen-
dencies. In contrast, we found several problems with the de-
pendency specifications in Gentoo and FreeBSD, e.g., Gen-
too’s Pan package failed to declare a dependency on the
pkgconfig package, Gentoo packages frequently (but not
always) omitted dependencies on system packages such as
Perl or the C library, and several FreeBSD packages omit-
ted a dependency on Perl.

1 A component could search through the store directory. However, the
use of hashes is not a security feature; it is a way to preventaccidental
use of undeclared components. Furthermore, on Unix systems we can
prevent this by removing read permission from the store directory.

It might appear at first glance that the use of hashes in
store paths decreases usability. However, we have found
that the use of user environments and high-level compo-
nent descriptions to instantiate store expressions sufficiently
shields developers and end-users from this implementation
aspect. That is, they are generally not confronted with these
paths.

9. Related work

Software deployment is often performed with package
managers, such as RPM [11]. As motivated earlier, these
suffer from several shortcomings which prevent correct de-
ployment: i) dependency analysis is weak or missing; ii) de-
pendencies are based on (ad-hoc) fragile version schemes;
iii) there is usually no support for concurrent deployment of
multiple versions and variants; iv) at best, timeline depen-
dencies are supported only marginally.

Vesta [12] provides exact dependency determination for
build management by performing builds on a virtual file
system, thus allowing it to intercept all file system opera-
tion done by build tools. However, Vesta is limited to build-
time dependency analysis; once components leave the Vesta
environment (i.e., when they are deployed), there exist no
means to determine remaining component dependencies. In
addition, the approach is not portable.

In contrast to Nix, Autoconf [1] performsdynamicde-
pendency resolution, which is performed at build-time by
scanning the file system for installed components that are
needed. We believe that this approach is flawed because: i)
it gives rise to version and variant conflicts because depen-
dencies are not precise; ii) it makes deployed software frag-
ile because dependencies are not globally managed and new
dependencies can be added implicitly; iii) it tends to place
the responsibility for selecting the right prerequisite compo-
nents on the installing party rather than the developer or dis-
tributor. Different (possibly incorrect) build results, or even
build failures are an often seen consequence of this.

Software deployment and software development can be
combined by integrating deployment systems with SCM
systems [13, 18, 10]. Although currently not supported, we
have plans to add this functionality based on our compo-
nent identification mechanism.

Software deployment is often not explictly addressed as
part of CBSE. In [15, 16] the problem of independently de-
ployable components is addressed. They discuss policies for
configuration, release, and version management. There is no
mechanism for tracking dependencies but to install all avail-
able components in a predefined location.

The analogy between packages and components is ad-
dressed in [20], where it is motivated that package man-
agement can be improved by elevating packages to compo-
nents, as we do. Techniques for deployment of such com-



ponents are discussed in [14, 9]. These techniques produce
file system closures, but dependency analysis does not go as
deep as in our approach. Furthermore, this analysis is per-
formed manually and is therefore error prone. Finally, max-
imal sharing between applications is not supported, leading
to significant redundancy of deployed components.

10. Conclusion and future work

In this paper we have presented a new discipline for soft-
ware deployment inspired by memory management in pro-
gramming languages. By computing product codes (hashes)
that exactly identify components, we create a global ad-
dress space for components, which allows complete transfer
or reproduction of component installations between sites.
The use of these product codes allows detection of dan-
gling pointers and avoids component interference, while al-
lowing concurrent installation of variants. Putting deploy-
ment components under the control of this discipline ele-
vates them to the status of program objects under the con-
trol of a program, thus elevating deployment from a black
art into a programming paradigm, providing complete pro-
grammable control over the deployment process.

The discipline and its implementation in the Nix deploy-
ment system provide a foundation for the implementation
of a wide variety of software deployment and application
management scenarios. Deployment activities such as de-
installation and upgrading follow naturally from the basic
operations. But also more complex operations are in reach.
We are currently working on a number of higher-level ap-
plications and extensions of Nix.

A daily build systemregularly builds software products
under development in various configurations, and typically
has to deal with various baselines and multiple versions of
a product. The use of Nix promises to make maintenance of
dependencies in such as system tractable.

Sometimes it appears desirable to update a shared com-
ponent destructively to prevent the older version from be-
ing, e.g., when a security patch is released. However, Nix
would require all dependent component to be rebuilt. This
can be prevented in a pure way by using late binding, but
more experience is needed.

Finally, componentstateis an important cause of deploy-
ment failure that must be addressed. For instance, if we up-
grade an application, its configuration files may need to be
converted (preventing a rollback!). This does not fit neatly
in our purely functional approach, so additional techniques
must be investigated to deal with this.

AcknowledgementsThis research was supported in part
by SERC (Utrecht) and the NWO Jacquard program. We
thank Martin Bravenboer, Dave Clarke, and Armijn Hemel
for their feedback on Nix and this paper.

References

[1] Autoconf. http://www.gnu.org/software/autoconf/.
[2] FreeBSD Ports Collection.http://www.freebsd.org/ports/.
[3] Gentoo Linux.http://www.gentoo.org/.
[4] GNU Stow.http://www.gnu.org/software/stow/.
[5] H.-J. Boehm. Space efficient conservative garbage collec-

tion. In Proc. ACM SIGPLAN ’93 Conference on Program-
ming Language Design and Implementation, number 28/6 in
SIGPLAN Notices, pages 197–206, June 1993.

[6] D. Box. Essential COM. Addison-Wesley, 1998.
[7] M. G. J. van den Brand, H. A. de Jong, P. Klint, and

P. Olivier. Efficient annotated terms.Software—Practice
and Experience, 30:259–291, 2000.

[8] A. Carzaniga, A. Fuggetta, R. S. Hall, D. Heimbigner,
A. van der Hoek, and A. L. Wolf. A characterization frame-
work for software deployment technologies. Technical Re-
port CU-CS-857-98, University of Colorado, Apr. 1998.

[9] M. de Jonge. Source tree composition. InSeventh Interna-
tional Conference on Software Reuse, number 2319 in Lec-
ture Notes in Computer Science. Springer-Verlag, 2002.

[10] M. de Jonge. Package-based software development. InPro-
ceedings of the 29th Euromicro Conference, pages 76–85.
IEEE Computer Society Press, Sept. 2003.

[11] E. Foster-Johnson.Red Hat RPM Guide. John Wiley and
Sons, 2003.

[12] A. Heydon, R. Levin, T. Mann, and Y. Yu. The Vesta ap-
proach to software configuration management. Technical Re-
port Research Report 168, Compaq Systems Research Cen-
ter, Mar. 2001.

[13] A. van der Hoek. Integrating configuration management and
software deployment. InProc. Working Conf. on Complex
and Dynamic Systems Architecture (CDSA 2001), Dec. 2001.

[14] A. van der Hoek and A. Wolf. Software release management
for component-based software.Software – Practice and Ex-
perience, 33(1):77–98, Jan. 2003.

[15] R. van Ommering. Configuration management in component
based product populations. InTenth International Workshop
on Software Configuration Management (SCM-10). Univer-
sity of California, Irvine, 2001.

[16] R. van Ommering. Techniques for independent deploy-
ment to build product populations. InProceedings of the
Working IEEE/IFIP Conference on Software Architecture
(WICSA’01), 2001.

[17] B. Schneier.Applied Cryptography. John Wiley and Sons,
second edition, 1996.

[18] S. Sowrirajan and A. van der Hoek. Managing the evolu-
tion of distributed and interrelated components. In B. West-
fechtel and A. van der Hoek, editors,Software Configura-
tion Management, volume 2649 ofLNCS, pages 217–230.
Springer-Verlag, 2003.

[19] C. Szyperski. Component technology—what, where, and
how? InProceedings of the 25th International Conference
on Software Engineering (ICSE 2003), May 2003.

[20] D. B. Tucker and S. Krishnamurthi. Applying module sys-
tem research to package management. InTenth International
Workshop on Software Configuration Management (SCM-
10). University of California, Irvine, 2001.


